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Course: Information Security Management

Code City hotel Start End price Hours
Marbella .
665 (Spain) Hotel Meeting Room 2024-08-26 2024-08-30 5450 € 25

The Course

Information is the lifeblood to all organisations, without with it would be severally impacted and ultimately cease to
function. Information is knowledge and knowledge is power. With an ever changing climate of technology and threats
(both technical and human), the need for trained security personnel to protect our information becomes increasingly
critical evolutionary task.

Information is at risk from many sources, legal, electronic, physical, internal and external to mention a few. It is
paramount that security and related management personnel have an understanding of the risks, controls and
countermeasures that are available to secure information and technology within an effective management
framework. Furthermore utilising countermeasures, best practice and management techniques will mitigate
electronic and physical risks and enhance protection to an organisation.

The Goals

On successful completion of the seminar, delegates will be able to have:

¢ Knowledge of the concepts relating to information security management (confidentiality, integrity, availability,
vulnerability, threats, risks, counter measures, etc).

e Understanding of current legislation and regulations which impact upon information security management.

e Awareness of current national and international standards such as ISO 27002, frameworks and organisations
which facilitate the management of information security.

e Understanding of the current business and common technical environments in which information security
management has to operate.

e Knowledge of the categorisation, operation and effectiveness of controls of different types and characteristics.

The Delegates

The seminar has been designed for individuals responsible for Risk Management, IT Security and IT Security
Auditing, Technical IT Management and those with involvement of systems integration and corporate IT
development. Financial controllers with a technical interest may also benefit from the seminar.

The Process
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Participants will gain detailed knowledge by active participation in seminars, group discussions and real life case
studies.

Delivery will be by presentation, group syndicate investigations, training DVD and interactive seminars.

The Benefits

The seminar will provide delegates with an understanding of IT Security Management and the commercial challenges
which are faced on a daily basis, and how these are exploited. Furthermore, delegates will be able to appreciate
placement of security controls within IT Systems and Networks and how these can be effectively implemented and
audited, to ensure full system reliability, scalability and security. At the conclusion of the seminar delegates will be
able to appraise risk, recommend security controls and develop an appropriate IT Security Management Approach
applicable to their organisation culture and ethos.

The Results

Organisations will be better educated in relation to risks and will be able to adopt justified procedures for the
security of their systems, within an appropriate Information Security Management Framework. This in turn will allow
executives to place good reliance on controls which safeguard information and business processes. Being able to
adapt current best practice in accordance with International Standards will ensure that companies benefit from
leading solutions.

The Course Content

Day One

Information Security Management - An Overview

IT Risk Management

o Categorising Physical and Electronic Risk
IT and Networks
Computer Systems Design
Legal and Regulatory Considerations
Information, Business and Risk - Case Study

Day Two

Information Security Management

e Ensuring Information Security
¢ Confidentiality
e Integrity
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¢ Availability

o Authenticity

¢ Non Repudiation of Data

o Ethical hacking and Industrial Espionage

e Where to design and place effective computer and management controls
¢ Case Study

Day Three

Information Management - International Standards

Code or Practice for Information Security Management - ISO 17799 /ISO27002
Best Practice and Implementing Guidance and Controls For 1ISO27002
Information Security Management Overview

Risk Assessment and Controls

Security Policy Documentation

Organising Information Security Management

IT Asset Management

Personnel and Human Resources

Day Four

Information Management 1S027002

¢ Best Practice and Implementing Guidance and Controls For ISO27002

e Physical and Environmental Security

¢ Operations Management and Communications

e Access Control

¢ Information Systems (Design, Development, Maintenance)

¢ Incident Management

¢ Business Continuity

¢ Regulatory Compliance

¢ Best Practice and Implementation Guidance for BS ISO/IEC 38500:2008 - IT Management
e Case Study

Day Five
Implementing Effective Information Security Management Frameworks

e Successful steps for IT Security Management
¢ Audit and Compliance for IT Resources

¢ Business Process Engineering

¢ Case Study
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The Scandinavian Academy employs modern methods in training and skills
development, enhancing the efficiency of human resource development. We
follow these practices:
o Theoretical Lectures:
= We deliver knowledge through advanced presentations such as PowerPoint and visual materials,

including videos and short films.

Scientific Assessment:

o We evaluate trainees skills before and after the course to ensure their progress.

Brainstorming and Interaction:
o We encourage active participation through brainstorming sessions and applying concepts through role
play.

Practical Cases:

o We provide practical cases that align with the scientific content and the participants specific needs.

Examinations:

o Tests are conducted at the end of the program to assess knowledge retention.

Educational Materials:

o We provide both printed and digital scientific and practical materials to participants.

Attendance and Final Result Reports:

o We prepare detailed attendance reports for participants and offer a comprehensive program evaluation.

Professionals and Experts:

o The programs scientific content is prepared by the best professors and trainers in various fields.

Professional Completion Certificate:
o Participants receive a professional completion certificate issued by the Scandinavian Academy for

Training and Development in the Kingdom of Sweden, with the option for international authentication.

Program Timings:
o Training programs are held from 10:00 AM to 2:00 PM and include buffet sessions for light meals during

lectures.
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